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Agenda

« Sensor Calibration

» Current Space Environment & Drivers

* Future Space Communications Environment
 AFRL 101

« Some AFRL Programs of Interest
 Collaboration Opportunities

« Summary
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Sensor Calibration: my background on these topics

THE AIR FORCE RESEARCH LABORATORY

1997: Ph.D. @ U. Michigan complete, start @ AFRL
1999: Tech Lead, Controls Program

2000: PM, Large Deployable Optics Program

2002: RVSV Branch Tech Advisor

2005: Command, Control, & Comm (C3) Tech Area Lead
* Focus: SATCOM & Space C2 Prog & Cognitive Radios for Contested Comms, On-Board Autonomy

2009: Assistant to the RV Chief Scientist
2011 — 2016: PM, Guid., Nav, & Control Program

2016 — 2017: Visiting Researcher, U. California Santa Barbara
* Research: zero-sum games, beginning of R&D on DRL methods for games (e.g., AlphaStar)

2018 — 2020: Principal Investigator, EAGLE-Mycroft Mission
2020 — 2021: Lead, Special Projects
2021 — Present: Acting Chief Scientist, Space Vehicles Directorate
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= 215t Century Space

Economic and national interests create new challenges

-

W
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SPACCEX 3ol Quegiga
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India tests anti- “Cone of Shame” ®
satellite weapon el
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i) GaLacTIC
oo A .
/—l\ 1. 1969 Today 2030+ i ' —1
( net. .
p/gm ~1500 objects ~10* objects; human-operated ~10° objects, autonomous \ LUNAR
BLACK|[SKY GEO, Lunar, Keplerian GEO, Keplerian Cis-lunar, non-Keplerian rreennEEs
e Tha First-Ta Know (l ) PLANETARY
) ~7 nations in space ~90 nations; commercial ?? nations, commercial; non-state :
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-~ Complexity and Challenges

Achieving decisive, independent effects from space has many technical challenges

NOMN-REVERSIBLE

MNuclecr Detonafion

Ground Site Attacks

Kinetic Energy
VW eapons

Onisital Threats

Directed Enen : %
N e = > ——

eeeee Cyber Attacks

——

Electronic vWarfars

Denial & Deception

- =
Spacs Situational Avwwarensss >

REVERSIBLE

Survivability
Distance
Communications

Cyber Security

THE AIR FORCE RESEARCH LABORATORY

(a) Ly southern halo family (b) L, and Ly northem and southen NRHOs
Maneuver, logistics, propulsion dominated On-board autonomy and machine learning
Complex flight dynamics and control Data source expansion and data fusion
Domain effects on payload Platform diversity and proliferation
Space domain awareness Resilient Networking
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The U.S. Harnesses The FA A LTS TS In A Conflict, They Intend To

Benefits Of Space Everyday Ui G.lobal Space Economy I IS 550 L LT Degrade Our Space Capabilities
PR Continues To Grow From Dependence On Space And s
For Communications, Global To Reduce Our Military

. g $450 Billion To An The Advantages Space .
Markets, Weather, Scientific . 1 1e . . Effectiveness and Degrade Our
Exploration And More Estimated $1 Trillion By 2040 Provides, And Are Developing American Way Of Life

Their Own Space Capabilities

US Must Remain THE Leader in Space: Freedom of Action & Being First

Freedom Of Action In Space Must No Longer Be Assumed, It Must Be Underpinned By Strength And Leadership

THE AIR FORCE RESEARCH LABORATORY
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Space Plays a Major Role in Everyday Lives and will Continue to
Grow

US. Space Foree <$01 B

2019 Global Space
Economy at a Glance

noaa saceony $1, 7B

$92B

Television

Global Space
Economy

86 2%
.ea
.JGC‘
sat.w %"P ey
ite Ground EASS )
$97.4B = . Sy, g
GNSS Chipsets and g
Navigation Devices Satellite TV, Radio,
Moie Equipment 5
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~= Market Perspective

Continued Growth will Drive the Importance of Space

Measuring s the Space Econc omy:
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Morgan Stanley Research 2017; U5, Chamber of Commerce 2018; Bank of America
rch 2017
as $3 trillion.

Figure ES-3. Proje-::tions of the Size of the Future Space Economy
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atComm in Contested Environments

Middle East and North Africa

DANVE KLINGLER - 30, &30 AN

Ths Arab Epring has had yet anotieer consequence—saiallite jamm;
threaten the saballite operators’ besingss. Tao opsrates, Arabsat ar
the Eatallte 2012 Conferance o Waskington, D1.C. lzst wesls, 2coo
I1~coumery comsartivm that provides hroadcacting to over 100 oo
Hileszt s an Egypt-based operater that carmiss 415 chammels o the

alxa provide broadbamd, talophoms, and VEAT servics

Jameming amd roundies op sxtallito dickes Bas becoms 2 commeom pf
anfaveorable coverage in thedr owa (or somsttnes othar peopls’s) o
EBroadcastEngingering . com detailed the decision of the Untted Nat]
(ITLT) to condems satellite jememing in fram as “contrary to
Rights.” That decizion came afber complaints by several broadcasy]
Worldwida, 2=d Vaice of Amsgrica. Last year Rewturs reported that
sereecas ooourmed i Libya during the oprisz=s.

Article

But the iswes mzay 5ot ba lomited to Middle Eaxt gevernmants. Tha
site claimed i Jamery that Britich technicians wers ja
Heothird sat networic Fom 2 site in Babram [ that's accuata, it ma|

acceptakls to jam Eumop<an companios’ satellites 2x loag ax the oo

A:n amompt to jam satellites i tha Tinited States i gomemally m.du

P T T T

Satellltej_annmng becoming a big problem in the

Evants sssocisted with the Arab Spring have put 2 new focus on zatellie

=Recent U.5.-N

€
E mist World politics Business & finance Economics  Science & technology  Culture

GPS jamming

Out of sight

Satellite positioning-data are vital—but the signal is surprisingly easy to disrupt

C&rsn

Report: NATO
worried about
comms gaps,

power

EY GEORGE LEDPOLD « JUL 69, 2015

Secure, interoperable communications are essential in

an increasingly mobile military.

nmunications

in maintaining

as they focus sreater attention an Bus

xercises have reveale
ong
ian forces and

013 | From the print edition &) Timekecper

EYSTEMS

¥ day for up to ten minutes near the London Stock Exchange, someone blocks
from the global positioning system (GPS) network of satellites. Navigation

s in cars stop working and timestamps on trades made in financial institutions can
cted. The incidents are not a cyber-attack by a foreign power, though. The most
ulprit, according to Charles Curry, whose firm Chronos Technology covertly

rs such events, is a delivery driver dodging his bosses’ attempts to track him

pnals are weak. Mr Curry likens them to a 20-watt light bulb viewed from 12,000
19,300 km). And the jammers are cheap: a driver can buy a dashboard model for
E50 ($78). They are a growing menace. The bubbles of electromagnetic noise they
interfere with legitimate GPS users. They can disrupt civil aviation and kill mobile-
signals, too. In America their sale and use is banned. In Britain they are illegal for
s to use deliberately, but not, yet, to buy: Cfcom, a regulator, is mulling a ban. In

years Australian officials have destroyed hundreds of jammers.
d difficulties

stern allies
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YESFORN!

https://www.nasa.gov/press-release/us-japan-sign-
space-collaboration-agreement-at-nasa-headquarters

RELEASE 33-007

https://www.afspc.af.mil/News/Photos/igphoto/2002092512/ US, Japan Sign Space Collaboration Agreement at NASA

Headquarters

Team Vandenberg Hosts Combined Space
Operations Coalition Summit

Defense personnel from Australia, Canada, France, Germany, the United Kingdom, a|
for a photo during the Combined Space Operation Coalition Summit at Vandenberg Al
22, 2019. The primary objective for the summit was to work with coalition partners to
ahead to transition the Combined Space Operations Center to Full Operational Capal
by A1C Aubree Milks/Released)

MSMU/HAD: Integrated commercial
and allied sensors into DoD

: - 5 e Ati :
* 9 @90 0000000000 O0CO®G®CO

NEWS | Aug. 13, 2020

SOUTHCOM Hosts New U.S.
Space Force 'U.S.-Brazil Space
Engagement Talks'

U S Southern Command hosted U 5. Space Force and Brazilian counterparis for the newly
established virtual U.S _-Brazil Space Engagement Talks. Mot enly is this the first senior
space flag officer event between the U.S. and Brazil, but it is the first such event for the U.S,
Space Force

THE AIR FORCE RESEARCH LABORATORY

TCPED, test in warfighter exercises

https://www.southcom.mil/MEDIA/NEWS-
ARTICLES/Article/2312182/southcom-hosts-new-us-
space-force-us-brazil-space-engagement-talks/
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One AFRL — works across vast

Networks & comms

I Information | Cyber
RI

Space technologies Space

Vehicles | technological areas, finding synergies

Space experimentation )
RV that allow us to move faster to field

critical space programs

Multi-domain C2

Space Domain Awareness / Directed Operator performance

Human
KT L RATT | Effects
o RH Operator training

EDWARDS | Autonomous systems

Laser & high power
microwave effects

Small platform PNT,

sensors, and

Space access
In-space propulsion

Aerospace \
Propulsion

| Munitions |
Space logistics RQ

PX_ARLINGTON | RW

.- : Gt components
. oo ARNOLD

SOARD UNITED AOARD
SANTIAGO KINGDOM TOKYO

FTSAM 4 i
HOUSTON . .
_ Sensor & data exploitation

Sensors | Cognitive EW
RY

Super computing

resources Compute
Resources

_ Classified \
Digital transformation \ Rrc

AFWERX
Programs

RG/SB Position, Nav, & Timing

Materials & manufacturing Innovation Inform S&T Vector

Laser hardening Materials
' RX

Basic \ Basic science — materials,
| quantum, power, etc

Science
OSR

. . Experimentation
Tech and industrial Operational assessment

Additive manufacturing base expansion IeR A e Srodins

International research
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AFRL Future Vision

Today Mid-term Far-term
Stovepiped Missions Areas Hybrid Architecture Heterogeneous Architecture
0-5 yrs 15-30 yrs

Cammand &

Cararal

Attributes Attributes Attributes
e Resembles more of the modern

e St iped isiti d  Mixture of strategic and tactical
OVEPIpEE aCqUISIHon and ops g day internet — loT of Space

» Strategic requirements focused » Orbital regime diversification o o
» Ubiquitous communication

* Length ' t + Platform size variation
gthy requirements process _ _ « Integrated autonomy and ML/AI
- Large, costly programs * International, commercial and DoD Trulv int ted iti-d :
. Incremental technology coordination and integration ruly infegrated mufti-domain
. Limited resiioncy . Multi-path communication  Ubiquitous information exploitation

and decision making
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Autonomous Systems

The good we desire... The uncertainties we fear...

Persistent Vigilance Efficiency/Manpower Reduction Inscrutability
Fewer deaths and injuries : : —

5.00 +— T | |
National Defensa Industrial Association (MDA}

2007 Summer Study — AFSPC Satallite:
Operatiens Enterprise Assessiment
N - B
T n »
19 Dncwanizer 3027

wd b

Blossom PT | GPS-250P WSCTDRSS DSCS-3S0P | DSP-1SOP MILSTAR-

Ethics/Policy/C2/
Respons:blllty

Co-Optability

Impaired

by alcohol/ Inappropriate

+.007 x §

94%

Driver of road d eatns i

distraction ! Dlsqheye:r
including mobilel & g 5'9['31-
texting - markings

“panda”™ “nematode” “gibbon”
% confidence 99.3 % confidence

(Crew Stations/Satellite)

Fiat Chrysler recalls 8,000 more Jeeps
over wireless hacking

test recall d
ays autt

.m0 1

Intelsat EchoStar

Satelllte Operations Control Center (SOCC)

e =E
e T T =l Complexity/

Tractability (V&V)

EXPSPACE
7

EXPTIME
72

PSPACE

- . Undesirable
‘ Resilience via Emergent Emergent

Superhuman Capabilities Behavior

Behavior
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Current Areas of Research

« Small Satellite space communications testbeds

« Hybrid Architecture (commercial-allied-Gov’t) systems integration
» Al-enabled networks in contested environments

* Al-enabled PNT (broadcast comms)

« Comms-PNT mission/payload integration

« Space EW (EP/ES/EA)

« Space cyber-security

 Trust in Autonomy (Machine/Machine and Machine/Human)
 Human-Autonomy Interface

RRRRRRRRRRRRRRRRRRRRRRRRRRRRR
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FalconSat-7: A CubeSat
Solar Telescope

STARGATE: Ground systems,
software, cloud ops, integration of
commercial satellite C2

Photon Sieve Telescopes
for Small Sats

Suchai: Understanding the ionosphere
to improve communications

University Nanosat Program since 2004

3-CornerSat FASTRAC Cusat r Ho'oponopono® Argus* CHOMPTT*
Arizona State University, University of Cornell University of Hawaii St. Louis University NS-7  University of
New Mexico State Texas-Austin University NS-6

University, and NS-3 NS-4

University of Colorado- -

Boulder

NS-1/2 -
= N ‘ -4
2019 2021+
Oculus-ASR ARMADILLO*® ANDESITE® PolarCube® MAXWELL - GLADOS -
Michigan University of Boston University of University of State University ‘
Technological Texas-Austin, University Colorado-Boulder Colorado of New York at

nive
University Georgia Institute NS-8 NS-8 Boulder Buffalo

. . Florida
'-ﬂ:" s, S
] r‘ -
iversi u
BD

NS-9 MOC| NS-8 MSAT

Ascent: Cubesat technology in GEO s R m - ¥ i g

Georgia Institute of
Technology NS-7

Recurve: Advanced mesh radio
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SSC & AFRL

Tracker Prime/Tetra-5 OV-1

Tetra-5C

Refueling Capability
Prototype

*External Partner
Ty

AFRL-SSC Partnership accelerates delivery of next-gen
autonomous RPOD and DoD’s first GEO refueling capability
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How to Bring Resilient Persistent SATCOM to the Joint Fight?
= Broadband, Internet of Things
* Multi-Orbit / Decoupled Paths

= Cybersecurity / Variable Trust
= Advanced Network Operations

Data
Provenance
&
Monetization

SOURCE

Imagery, telemetry, data,
radar, RF, PNT...
OpEN SOUrce,

CLOUD

Zero

Ts-s_DN Adv. Analytics Trust
& Al &
Multi-Path "
Routi Homomorphic
OHENE Encyption

TRANSPORT

Open Architecture
enabling
Multi-spectrum, all domain,
Internet-of-Things

DEFENSE
INNOVATION UNIT

We are meeting commercial where they are: In the cloud...

THE AIR FORCE RESEARCH LABORATORY
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Resilient & Flexible Satellite Navigation (NTS-3)

NTS-3 is the first integrated, end-to-
end US SATNAV demo in almost 50
years

Testbed for agile, reprogrammable
SATNAV

Seek warfighter access to trusted
PNT in contested domains

--_.' ¥ .
'ﬁ)‘l A
High Data Rates

~ Reprogrammable Signals

One element of a diversified future
US architecture for positioning,
navigation, and timing (PNT)

NTS-3 Ground Control
+ Responsive C2

Leverages innovations in
communications with increased
flexibility and automation throughout
all segments

Navigation Technology Satellite 3 Vanguard

N

o NTS-3 Spacecraft
+ GPS Augmentation

= High Power Flexible Signals

High Power Regional
Beams

Advanced Timekeeping

Authenticated Signals
T —

Global Positioning System (GPS)

-

. sy

‘. NTS-3 User Equipment
* Reprogrammable & Software Defined
+ Agile Signal Collection & Processing

THE AIR FORCE RESEARCH LABORATORY
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Responsive Ground Control

ANNEEER
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Machine Learning for PNT Resilience

» Adversarial PNT attacks (jamming, spoofing) are becoming
more common

* Project Goal: Use Al/ML methods to close the PNT OODA
loop rapidly (CNN’s)

» Challenge: Lack of contested environments datasets

PNT OODA
Loop

» Portable Intelligence Gathering Experimental Observation
Node (PIGEON) — edge node sensor

 |D, classify, recommend PNT COA
* Variational Autoencoder - 95% 1/Q data size reduction

w/out performance loss Data Size Reduction via VAE

« Machine Learning Toolset O/S (MLTos)

» Provides ground truth datasets & tools for testing and
evaluating models

 PIGEON & MLTos h/w and s/w developed are Gov't IP

 Distributable under Distro-D (DOD/DOD Contractors)

PIGEON

THE AIR FORCE RESEARCH LABORATORY

MLTos (laptop)
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Hack-A-Sat: Satellite Security Innovation Through Competition

Why Enlist a

Cadre of = Democratization of space
International @ /// Space is no longer just accessible to governments

Hackers to = Make cyber security a priority for space

Compete? I/l Emerging national security threat: security posture of space systems
Bridge the culture gap between space and cyber security communities
/Il conversely: computing, automotive, medical, internet of things
Increase partnership with non-traditional industrial base
/Il economies of scale: build commercial innovation base, not just defense industrial base

@ @ @
>§ >2‘< &5

Flat-Sat based Flat-Sat based Build and launch Moonlighter makes possible a future

} competition with one } competition with } Moonlighter and host a } Hack-A-Sat series of events with
indirect On-Orbit Digital Twin access competition on highly realistic challenges focused on
challenge. for testing. Moonlighter FlatSat an on-orbit satellite.

W A

DISTRIBUTION A: Approved for public release; distribution is unlimited. Public Affairs release approval #AFRL-2023-2673



A )
N7 A AFRL

Summary

* The Space Domain is a domain of competition
« Economically & Geopolitically

* It is not yet a domain of conflict
« AFRL’s job is to have options for the US if that changes

« Use of Al/ML/autonomy in contested domains is complicated
« Co-opting, herding, war-reserve modes, probing, GAN, ...

 AFRL is a leader in autonomy, and a “fast follower” on Al/ML
* Projects demonstrating new space comm & PNT capabilities
« Experiments providing data on architectures & integration
 Actively looking for partners in space networking arena!

RRRRRRRRRRRRRRRRRRRRRRRRRRRRR
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Collaboration Opportunities

« Space Technology Partnership (NASA, USSF, IC)
» Trusted Space Autonomy topic area

AFRL Scholars Program
* https://afrlscholars.usra.edu/

NRC Research Fellows (post-doc & faculty fellows; open to industry participants also!)
* https://sites.nationalacademies.org/PGA/RAP/PGA_046587

Visiting Scientist Program (AFRL S&E visits you)

Cooperative R&D Agreements (CRDAs — Industry)

Educational Partnership Agreements (EPAs — academia)

Memorandums of Agreement/Understanding (MOA/MOU — gov't-gov't)

Small Business Innovative Research/Technology Transfer (SBIR/STTR)

Contact me for more info or to find someone to work with: richard.erwin@spaceforce.mil

RRRRRRRRRRRRRRRRRRRRRRRRRRRRR
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‘i any moment of decision, the best
thing you can do is the right thing,
the next best thing Ls the wrong
thing, and the worst thing you can
do is nothing.”

- Tedd Y Roosevelt
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Questions?

THE AIR FORCE RESEARCH LABORATORY
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Rumsfeld Commission Report (2001)

« Space is spread across such a diverse set of agencies in the
Government, that only the Office of the President of the United
States has the power to set any kind of coherent National Space

COMMISSION TO ASSESS

Policy UNITED STATES NATIONAL SECURITY SPACE
MANAGEMENT AND ORGANIZATION

« Current DoD and IC Space Programs are not aligned with future T
challenges; only with Senior Leadership attention can the efforts be AR .
aligned and the required funding obtained .

e The SecDef and the (then) DCI (now ODNI) must coordinate efforts
in order to ensure that the whole of Government can be used to
proper effect in the complex and changing space domain

« “Fourth, we know from history that every medium—air, land and
sea—has seen conflict. Reality indicates that space will be no
different. Given this virtual certainty, the U.S. must develop the
means both to deter and to defend against hostile acts in and from
space.”

- “Finally, investment in science and technology resources—not just W el ond e S e
facilities, but people—is essential if the U.S. is to remain the world’s
leading space-faring nation.

THE AIR FORCE RESEARCH LABORATORY
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TYPES OF COUNTERSPACE WEAPONS

ICT OF1 FER

Space as a Domain of Conflict

. -
B e

Types ot Attack

Y

ETING IN:SPAC

N ERSIBLE

SPACE
THREAT

Russian Space Forces

(re) Established 2015 2 U 2 U

Principal Authors
TODD HARRISON
KAITLYN JOHNSDN
THOMAS G. ROBERTS
TYLER WAY

MAKENA YOUNG

Foreword
MARTIN C. FAGA

CS I S CENTER FOR STRATEGIC &
INTERNATIONAL STUDIES

-

People’s Liberation Army
Strategic Support Force
Established 2015

National Air & Space Intelligence Center, Competing in Center for Strategic & International Studies, Space
Space, 2018, 15 pages Threat Assessment 2020, 80 pages

THE AIR FORCE RESEARCH LABORATORY
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United States Space Force (est. 20 Dec 2019)

* Mission:
« Organize, train, and equip (OT&E) space forces in order to protect U.S. and allied interests in space and to
provide space capabilities to the joint force. Its responsibilities include developing military space

professionals, acquiring military space systems, maturing the military doctrine for space power, and
organizing space forces to present to the Combatant Commands

» Specifically responsible OT&E of forces for the following mission sets

» space superiority; space domain awareness (military, civil, and commercial); offensive and defensive space
control; command and control of space forces and satellite operations; space support to operations (e.g.,
satellite communications); space service support (e.g., spacelift and space range operations for military, civil,
and commercial operators); space support to nuclear command, control, communications and nuclear
detonation detection; and missile warning and space support to missile defense operations.

* Functions
* Provide freedom of operation for the United States in, from, and to space
* Provide prompt and sustained space operations
* Duties
» Protect the interests of the United States in space
» Deter aggression in, from, and to space
« Conduct space operations

THE AIR FORCE RESEARCH LABORATORY
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The USSF Structure R

Deputy Secretary of Defense

Department of the Army Department of the Navy Department of the Air Force Joint Chiefs of Staff

Secretary of the Army Secretary of the Navy Secretary of the Air Force N — Chairman of tgte:d;lfomt Chiefs of

Vice Chairman of the Joint Chiefs

Under Secretary of the Army Under Secretary of the Navy Under Secretary of the Air Force of Staff
Acquisition | Joint Chief
] . oln lefs:
Chief of Staff Chief of Naval Commtahndant of Chief ct::‘Staff of Chief of Space AUtho”tyl Army, Navy, Marine Corps. Air
of the Army* Operations* Mari é " AirF N " Operations* | Force, Space Force*, National
arine Corps Ir Force I Guard
|
I""""""""'l
*JCS member : ; . . Vice Chief |
AN I . A A ice ie I
peavlans'e Director of Staff b B < il
Y AL A Pl W S Y |
* Invited by the CJCS to participate in the JCS process in of sPace oPeratlons 1
anticipation of his membership on the JCS a year after N A ]
the enactment of the NDAA for FY 2020 € USSF Element NRO I
|
1
I I I 1 :
Chief Human & A n Chief Operations A A A Chief Strategy & Chief Technology & |
. . 3 o = = . —t [) = . . - - N s —
Capital Officer Tl {8 Officer 7. »{ 7.{ Resourcing Officer I Innovation Officer
~S1 ~S2/3/4/6-mission ~S5/8 : i
1 Lo o o o iy
1
- |
‘ ' Space Warfighting | : **
/ Integration Center ' ' === Space Training and Readiness
- swic Space Operations Command (SpOC) Command (STARCOM)
Office of the Chief b of
of Space Operations Installation Mission Education Training
Commands Command Command Command
Structure
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Appears that as game
complexity explodes, delta
time to superhuman
performance decreases;
Hypothesis: (single) humans
get worse as complexity
increases

Evidence that human-
machine teams (“centaurs”)
can beat machines alone

Unclear regarding teams of
humans against (teams of ?)
machines (Dota 2)

____________________________________________________

____________________________________

ChatGPT

___________________________________

DIPLOMACY (2

________________________________________

_____________________________________________

STARCRAFT 2 .

@
AlphaStar: Grandmaster
level aft Il using

_____________________________

022)

2005

DISTRIBUTION A: Approved for public release; distribution is unlimited. Public Affairs release approval #AFRL-2023-2673.



A )
N7 A AFRL

Trust in Autonomy
(will we let it be autonomous?)

* What is right model/analogy?

« Suggestion: Humans trusting non-humans

« Esp. in war situation: dogs, elephants, horses,
birds

* Human has to establish trust with a non-human
intelligence

 Perfection is not a pre-requisite for use (Horses
kKilled 20 people in the U.S. in 2015; dogs: 31)

* Problem: can’t imprison/execute/sue machines
(no closure)

Machines are not humans — need to look beyond human-to-human trust models for synthetic
autonomous systems
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